solution brief

Manage Beyond the Endpoint
Cyber Defense and Response Collaboration
with Hive-IQ

With continued ransomware threats targeting state and local agencies for
federal government records, cyber attacks pose a serious threat to our
communities and national security.

HIGHLIGHTS
• Hardened Security Posture
Seamless compliance integration
brings the whole team together
making it harder for the bad
guys.
• Faster Decision Making
Cyber security requires decisions
to move at the speed of need
reducing gaps in your secure
enterprise.

Cyber teams comprised of personnel from National Guard units, fusion centers,
law enforcement, state departments and agencies, and critical infrastructure
play an increasingly significant role in protecting networks and citizen data
from cyber attacks.
Overview
TeamWorx Security’s Hive-IQ, powered by FireEye, connects threat analysts to
all technical and non-technical teams during the entire response effort, simplifies
complex tasks by turning repetitive tasks into repeatable, automated processes and
keeps decision makers and the entire organization informed and aligned.
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• Intelligent Analytics Support
Multi-vector virtual execution
engine for analysis of potentially
malicious binaries found during
critical missions.
• Endpoint Tool Integrations
Integrate beyond expensive
endpoints and create a
situational awareness picture of
a more secure enterprise.
• Team Collaboration
Knowledge management,
complete mission situational
awareness, and smarter
collaboration makes sense.
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This solution includes deep learning capabilities which
can be easily integrated with Mandiant Threat Intelligence
to provide enhanced knowledge that enables missions
with large, disparate datasets, while adding context,
understanding, and decision support to even the most nontechnical analytic and operational teams.
How Hive-IQ is Different
Unlike traditional threat analysis platforms and other
general-purpose IT tools, Hive-IQ is fully configurable and
purpose-built for global enterprise missions. Powerful
analytics help create efficiencies through automation,
intuitive visualization and overall threat management.
Comprehensive data, customizable dashboards and robust
reporting features ensure senior leadership can access key
information when they need it.
What separates Hive-IQ from other platforms is our
focus on the decision making ecosystem which can be
directly integrated into fighting bad guys. Our seamlessly
integrated platform keeps the whole team, your tools and
your enterprise working together.
The TeamWorx Security Advantage:
• Proven by national research and development
• Past performance across cyber, intelligence, healthcare,

training and business systems
• Successful track record supporting civilian federal,

Threat Analysis Training
Realistic training includes a fully integrated environment
tailored to your organization’s needs. Our work with the
DoD and the National Guard cyber mission is continually
updated with insights from US military and intelligence
community best practices. Training is offered commercially
and for the federal government virtually,onsite and at
public locations.
• Integrated Threat Analysis Course (ITAC) prepares

the multi-disciplined intelligence analyst as defined by
the Department of Defense and private industry, to
understand, operate and contribute successfully in the
cyber defense, offense and support missions.
• Five-day, highly structured, hands-on classes prepare

the analyst for mission demands such as delivering
essential information to the decision-maker. Formerly
introduced in the Cyber Shield, Cyber Guard, and Cyber
Flag exercises.
• Full suite of cyber security and cyber threat intelligence

training available from the world-renowned Mandiant
Solutions can be found in the FireEye Training Courses
catalog.
For more information on training, see:
• https://www.teamworxsecurity.com/training
• https://www.fireeye.com/services/training.html

defense and intelligence community clients
• Certified SBA 8(a) and service-disabled veteran-owned

small business (SDVOSB)
• HHS IDIQ: Intelligent Automation and Artificial Intelligence

“Hive-IQ is a great tool for collaboration and seems to be emerging as the
product of choice for the industry.“ — Brigadier General, U.S. Air Force

Request a Demo
To request a demo or more information on Hive-IQ, email defendingelections@fireye.com
or visit https://engage.fireeye.com/electionsecurity/home?token=a0e5ba83a6
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FireEye is the intelligence-led security company.
Working as a seamless, scalable extension of customer
security operations, FireEye offers a single platform
that blends innovative security technologies, nationstate grade threat intelligence, and world-renowned
Mandiant® consulting. With this approach, FireEye
eliminates the complexity and burden of cyber security
for organizations struggling to prepare for, prevent and
respond to cyber attacks.
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