FireEye and AirWatch
Securing App Management and Threat Mitigation
for the Enterprise
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INTEGRATED SOLUTION HIGHLIGHTS
n

The multi-tenant architecture scales to support deployments of
hundreds to thousands of devices through a robust architecture
that is fully configurable according to your environment and
requirements.

n

Enables businesses to address challenges associated with
mobility by providing a simplified, efficient way to view and
manage all devices from the central admin console.

n

Addresses the challenge of acquiring, distributing, securing and
tracking mobile applications. Easily manage internal, public and
purchased apps in BYOD and distributed environments from one
central console.

n

Supports and enables secure mobile access to content anytime,
anywhere.

OVERVIEW
Mobile applications are changing the way your employees work.
Today’s mobile users demand mobile applications that connect
them to enterprise resources, increase their productivity and
promote collaboration with colleagues. Smart enterprises
empower their employees with company-approved public and
custom-built internal applications that employees can use with
full confidence that their transactions and data are secured.
A recent study found that 40% of workers are using their
personal devices to access business applications and resources
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and that this trend will continue to increase. Rather than
trying to mitigate this trend by further locking down
corporate resources, corporations are taking advantage of it
by empowering and securing the personal devices for
business use through Bring Your Own Device (BYOD)
programs. BYOD requires a strong posture of mobile device
visibility and security.

THE CHALLENGE
The continued movement of network access and applications
to mobile devices is dependent upon increasing the
effectiveness of mobile applications in the future. The
greatest challenge today is providing employees with mobile
access while keeping devices and information secure. Mobile
applications offer a wide range of benefits to internal and
public users but also are vulnerable to hacks and attacks. It is
critical that administrators can view, push, control
applications and features and safely manage the application
function and content.

THE INTEGRATED SOLUTION
AirWatch® by VMware®, the leading enterprise mobility
management solution, integrates with the FireEye Mobile
Threat Prevention (MTP) Platform. This integration offers
real-time visibility of threats on mobile devices by detonating
Android and iOS applications within the patented FireEye
Multi- Vector Virtual Execution™ engine. This integration
enables organizations to enforce security policies in the
mobile environment.
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HOW THE JOINT SOLUTION WORKS TOGETHER
A joint solution consists of FireEye MTP Platform along with
AirWatch® Enterprise Mobility Management (EMM) in a mobile
user environment as depicted in the solution diagram.
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• Automate compliance enforcement when a security
vulnerability is detected.
• Mobile Forensics—provides deep inspection capabilities for
mobile threat and vulnerability management.

The AirWatch® Policy Enforcement Engine constantly monitors
enterprise and BYOD devices to ensure access and security
compliance with corporate policies.

• Perform contextual correlation—connecting disparate actions
for a full picture of the app’s intent—to uncover malicious and
unwanted behaviors.

In conjunction with the Policy Enforcement Engine, FireEye
MTP Platform supplements corporate policies with Dynamic
Threat Intelligence provided by FireEye’s MVX engine.
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The MVX Platform also puts end-user behavior and activity into
contextual correlation using a wide variety of factors to reveal
the probable intention of the end user while uncovering
malicious behavior. This enables the Policy Enforcement Engine
to take the appropriate non-compliance resolution actions.

THE VALUE OF THIS PARTNERSHIP
With a combined solution consisting of FireEye MTP Platform,
along with AirWatch EMM, enterprises will be able to:
• Understand the full impact of the corporate and personal
applications users have on mobile devices.
• View device security posture based on business unit, region,
or organization.

FireEye protects the most valuable assets in the world from
today’s cyber attackers. Our combination of technology,
intelligence, and expertise — reinforced with an aggressive
incident response team — helps eliminate the impact of
breaches. The FireEye Global Defense Community includes
3,400 customers across 67 countries, including over 250 of the
Fortune 500.

ABOUT AIRWATCH BY VMWARE
AirWatch® by VMware®, is the leader in enterprise mobility
management, with more than 14,000 global customers. The
AirWatch platform includes an industry-leading mobile device,
email, application, content, and browser management solutions.
Acquired by VMware in February 2014, AirWatch is based in
Atlanta and can be found online at www.air-watch.com.
For more information contact CSC@fireeye.com.

• Create policies based off potential risky behavior of applications.
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